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5G’s architecture allows for significant 

performance benefits like massive 

bandwidth, ultra-low latency and 

diversity of applications. It leverages 

network slicing, cloud-based 

resources, virtualization, service-

based architecture, split RAN, edge 

friendly deployments and other 

emerging technologies.  

 

With the technological benefits of 

5G, it is crucial to address new 

security risks, vulnerabilities, and 

additional attacks from different 

parts of the network. 

 

 

WHITEPAPER 

http://www.rebaca.com/


 

 

Ensuring Quality on Schedule. Find us on www.rebaca.com 2 

5G Security Testing WHITEPAPER 

Following two security measures are essential in 5G -   

 

Identifying these security threats, simulating them and planning the mitigation model is a must-have before the service roll 

outs. Any certification process must test against various security threat.  

 

 

Rebaca Technology’s ABot can be a great addition to identifying 

and simulating different security threats of the 5G network and 

help to plan the mitigation & threat model. Besides the security 

testing, ABot can also enable 3GPP compliant functional, 

performance, inter-op & conformance validation, semi-

automated test case authoring, and analysis/debug the end-to-

end network with live KPI insights. 

 

 

http://www.rebaca.com/
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ABot in 5G Security Testing: 

1. Dos Attack: 

A Denial of Service (DoS) attack is an attempt to make the system 

unavailable/unusable to the user(s), such as preventing access to 

the 5G network. 

 

ABot can simulate DoS attack to test the resiliency of the network. It 

can simulate SYN Flood (over TCP) or initiate UDP & ICMP/ ping 

flood to overwhelm the target's resource or the DUT. 

 

2. Network slice attack 

Mapping disparity between the application w.r.t the transport layers’ 

identities leads to Network slice theft. High utilization of hardware 

resources by one slice can degrade the performance of other slices 

deployed on the same physical host as VNF(s). 

 ABot can simulate slice theft attack scenario by exhausting the 

resources in one slice, which would impact the services of other 

shared slices and cause service degradation..  

3. MEC related security attacks: 

or better bandwidth and low latency, edge-friendly deployment is 

taking place in 5G. But this introduces new malicious attacks and brings large-scale threat possibilities to the entire MEC 

system. With ABot, one can simulate MEC-specific security attacks and plan the mitigation model. 

http://www.rebaca.com/
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4. CUPS specific attacks: 

Control plane user plane separation (CUPS) is a key feature in 5G, but this enables distributed Core Attack Surfaces as 

well. ABot can simulate Sx/SGi interface specific threats by making them unavailable with malwares or data flood to 

understand impact of such attacks. 

5. SUCI/IMSI catcher: 

If we consider a real-time 5G network, SUCI / IMSI catcher is a 

threat that can cause serious downtime for the user. IMSI 

catchers fakes the identity of the base station and acts as a 

silent relay between the UE and the actual base station. These 

fake base stations request the user’s permanent identity, which 

can lead to Spyware delivery, Data Extraction, Data interception 

or Location tracking. ABot's RAN-DU emulator can simulate such 

threats to check the network’s reliability.  

6. Fake UE simulation & measuring the 3GPP specific security: 

ABot can simulate UEs with wrong IMEI and IMSI and check the authentication mechanism of the network as per 5G 

AKA. This will prevent the network to be attacked by any fake/wrong/unsubscribed UE.  

7. Network security health check: 

ABot with its AI/ML-driven analytics, can continuously monitor and correlate the NF performance with infra/mobility KPIs in 

real-time. It can detect any network security breaches on run time by measuring the scalability indicators of the system. 

ABot with its inbound and outbound signaling traffic simulation and comprehensive network security assessment, can help 

to simulate any 3GPP protocol-specific threats like- Diameter, GTP, HTTP, PFCP etc. ABot analytics can do packet-level 

analysis and facilitates end-to-end debugging. 

 

http://www.rebaca.com/
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8. IP Spoofing attack 

In 5G with malicious packets the network security can be 

breached. ABot can simulate different type of malicious attacks 

with different kinds of traffic where the threat sources hide the 

actual IP packet sources and make it hard to determine where 

they came from.  

 

9. Man in the middle attack: 

A man-in-the-middle attack is a type of cyber- attack, where 

attackers interrupt an existing conversation or data transfer and 

insert themselves in the "middle" of the transfer. ABot can 

simulate MIM attacks by inserting malicious packets in 

between two NF’s communication to understand it’s impact on 

the network. 

10. ABot in threat modeling: 

ABot not only simulate the security threats, but also helps extensively to come up with a threat mitigation plan and threat 

modeling. 

 

1. ABot can analyze the network data and identify the network functions that are at the risk of being attacked.  

2. It helps to create a list and identify the potential internal & external threat actors. 

3. With ABot analytics one can understand the threats based upon their likelihood of success and measure the business 

impact.  

4. It helps to create an action plan to mitigate the identified threats. 

 

http://www.rebaca.com/


 

 

Ensuring Quality on Schedule. Find us on www.rebaca.com 6 

5G Security Testing WHITEPAPER 

 

 

11. ABot in Anomaly Detection: 

ABot’s data-driven analytical approach using machine learning enables streamlining of the control plane signaling with 

intelligent protection layers, thus proactively detecting and defending against 5G signaling attacks. It helps to enhance the 

security of the entire network. ABot understands and forecasts the future signaling load to detect possible anomalies. It 

analyzes the potential root cause of the predicted anomalies and provides security recommendations to trigger adequate 

security measures and prevent forecasted anomalies from happening. 

12. ABot in measuring vulnerabilities of the overall network: 

ABot Analytics uses the monitoring capability to analyze device attacks, control plane threats, API attacks. With the 

orchestration capabilities one can incorporate closed loop automation to scale up and scale down the network functions in 

the event of performance overload to detect attacks, send alerts and build mitigation models.   

13. ABot in measuring API specific vulnerabilities:  

 ABot helps to detect & simulate HTTP2/JSON based attacks and analyzes the actual traffic. 

14. ABot Analytics & security measures 

ABot's end-to-end call flow simulation and KPI correlation capabilities can provide unparalleled insights on subscriber 

behavior, network health, cyber threats, and application/ NF/protocol-specific performance. Thus meeting a wide range of 

OEM/Operators/SIs needs like Performance, Security, Operations, Management, and Planning. With its constant 

monitoring and network analytics features, it can develop an intelligent monitoring platform for next-generation networks. 

ABot gives a pictorial overview analyzing the network, mobility, and system layer KPIs such as latency, call setup delay, 

failed sessions, bandwidth, CPU/Memory/hard disk information. These KPIs mapped to sessions, packet level details, and 

deep protocol analysis enable rapid troubleshooting. The comprehensive dashboard provides compact reports for 

automated and optimized workflows. 

15. Conclusion 

The amalgamation of various new 5G technologies has introduced attacks from different components and parts of the 

network. Onboarding a comprehensive & formidable security strategy should be an integral part of the 5G validation 

roadmap. Simulating the security threats, understanding the business impact and planning the mitigation model is 

essential for any successful 5G service delivery. 

Security in the 5G should not be considered an obstacle. Instead, simulating, building and deploying a security mitigation 

model as a differentiator can generate better revenues in the coming days. 
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